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Privacy: The Question of Who
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𝜀-Differential Privacy

SGD
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Our Contribution / Outline

 Connect Differential Privacy Definitions

 Privacy Leakage under Independent Composition
 Exact Formula for Gaussian Noise

 Comparison of mechanisms (Privacy Loss Classes)
 e.g.,  Gaussian better than Laplacian Noise
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Basics: Pure 𝜀-Differential Privacy (𝜀- DP) 

 View on individual atomic events 𝑜 ∈ 𝑀

Pr 𝑀 𝐷0 ∈ 𝑆 = σ𝑜∈𝑆 Pr 𝑀 𝐷0 = 𝑜
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Pr 𝑀 𝐷0 ∈ 𝑆 ≤ 𝑒𝜀· Pr 𝑀 𝐷1 ∈ 𝑆

Definition (informal)

log
Pr 𝑀 𝐷0 ∈ 𝑆

Pr 𝑀 𝐷1 ∈ 𝑆
≤ 𝜀
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Privacy Loss Variable

 For specific inputs 𝐷0, 𝐷1
 Example: Additive noise
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for 𝑜 ∈ 𝑀 , 

ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜 = log
Pr 𝑀 𝐷0 = 𝑜

Pr 𝑀 𝐷1 = 𝑜

If only Pr 𝑀 𝐷1 = 𝑜 = 0, then

ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜 = +∞

Else, ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜 = −∞

Definition (informal)
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ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜

ℒ𝑀 𝐷1 ,𝑀 𝐷0 𝑜

 Different input-pairs𝐷0,𝐷1 can lead to different PLDs
 In practice, often one pair of PLDs suffices
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PLD

-∞ -0.69 -0.41  0 0.29  0.69 +∞
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-∞ -0.69 -0.29 0  0.41 +∞
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(𝜺, 𝜹)-Probabilistic Differential Privacy (PDP) 
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𝜀-Differential Privacy

innerPLD

dual 
PLD

-∞ -0.69 -0.41  0 0.29  0.69 +∞

PLD

-∞ -0.69 -0.29 0  0.41  0.69 +∞

With 𝜀, 𝛿 ≥ 0, 𝑀 is (𝜺, 𝜹)-PDP if

Pr 𝑜 ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜 > 𝜀 ∈ 𝑀 𝐷0 ≤ 𝛿

Pr 𝑜 ℒ𝑀 𝐷1 ,𝑀 𝐷0 𝑜 > 𝜀 ∈ 𝑀 𝐷1 ≤ 𝛿

Definition (informal)

𝜀

𝜀

≤𝛿

≤𝛿

≤𝛿

≤𝛿
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(𝜺, 𝜹)-Approximate Differential Privacy (ADP) 
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𝛿 𝜀 = PLD +∞ +

𝑦≥𝜀

A mechanism 𝑀 is (𝜺, 𝜹)-ADP, with 𝜀, 𝛿 ≥ 0, if for all databases 𝐷0 and 𝐷1 with 𝐷0 ≈
1 𝐷1, 

and for all sets 𝑆 ⊆ 𝑀 , where 𝑀 is the range of 𝑀, the following equation holds:

Pr 𝑀 𝐷0 ∈ 𝑆 ≤ 𝑒𝜀· Pr 𝑀 𝐷1 ∈ 𝑆 + 𝛿

Definition

ADP: same as 𝜀-DP, plus 𝛿

Equivalence

𝜀

PLD

-∞ -0.69 -0.29 0  0.41  0.69 +∞

𝛿
(𝜀

)

𝜀-0.69 -0.29 0    0.41  0.69

( 𝜀, 𝛿 𝜀 )𝜀∈ℝ

0

1

PLD 𝑦1 − 𝑒𝜀−𝑦

[ if finite number of atomic events ]
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(𝜶, 𝜺)-Rényi Differential Privacy (RDP) 

 PLD ⇒ RDP:   (𝛼, 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 𝛼∈ℕ

 PLD ⇐ RDP:   (see paper)

9PoPETS  - 17.07.2019David Sommer

exp(⋅)

𝜶, 𝜺 -RDP: ∀ 𝐷0, 𝐷1: 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 ≤ 𝜀.

Definition (informal)

(    )

expPLD

𝑒−0.69 𝑒−0.29 𝑒0.41 𝑒0.69

PLD

-∞ -0.69 -0.29 0  0.41  0.69 +∞

𝔼
𝑦~𝑃𝐿𝐷

𝑒𝑦 𝜆

1
𝜆
=
1

𝜆
ln 𝔼

𝑜~𝑀 𝐷1

Pr 𝑀 𝐷0 = 𝑜

Pr 𝑀 𝐷1 = 𝑜

𝜆+1

= 𝒟𝜆+1 𝑀 𝐷0 𝑀 𝐷1

log

ต
𝛼
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𝑅𝐷𝑃 ⟺ PLD  ⟺ 𝐴𝐷𝑃

 [ technical side conditions (see paper) ]
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𝑀,𝐷0, 𝐷1

RDP
(𝛼, 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 𝛼∈ℕ

PLD ADP
( 𝜀, 𝛿 𝜀 )𝜀∈ℝ

Equivalence
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Independent Composition

 Composition is Convolution of inner PLDs
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ℒ
𝑀 𝐷0 ,M′ D0

′ , 𝑀 𝐷1 ,M′ D1
′ o, o′ = ln

Pr 𝑜∈𝑀 𝐷0 ,𝑜′∈𝑀′ 𝐷0
′

Pr 𝑜∈𝑀 𝐷1 ,𝑜′∈𝑀′ 𝐷1
′

= ln
Pr 𝑜∈𝑀 𝐷0 ⋅ Pr 𝑜′∈𝑀′ 𝐷0

′

Pr 𝑜∈𝑀 𝐷1 ⋅ Pr 𝑜′∈𝑀′ 𝐷1
′

= ℒ𝑀 𝐷0 ,𝑀 𝐷1 o + ℒM′ D0
′ ,M′ D1

′ o′

= ln Pr 𝑜∈𝑀 𝐷0
Pr 𝑜∈𝑀 𝐷1

+ ln
Pr 𝑜′∈𝑀′ 𝐷0

′

Pr 𝑜′∈𝑀′ 𝐷1
′
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Privacy Loss Classes

 Convolution of innerPLD

Central Limit Theorem

 Privacy Loss Class 𝜇, 𝜎2, PLD +∞ characterises convergence

 Applicable to non-equal PLDs
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𝜇 = mean( innerPLD ) 

𝜎2 = variance( innerPLD )
𝒩(𝑛 ⋅ 𝜇, 𝑛 ⋅ 𝜎2)

PLD𝑛 +∞ = 1 − 1−PLD +∞ 𝑛

PLD PLD PLD𝐷0
𝐷1

𝑛-invocations

PLD( +∞ )
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TL;DR: Use Gaussian Noise!

 Gaussian half the variance

 Similar Privacy Loss Class 𝜇, 𝜎2, PLD +∞

⇒ higher utility than Laplacian at similar privacy guarantees

 After ~100 compositions: use Gaussian noise
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Example: 1D-Gaussian Mechanism

 Exact Formula:

 efficiently computable
 gsl_sf_log_erfc from  GNU Scientific Library
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𝛿𝐴𝐷𝑃 𝜀 =
1

2
erfc 𝜀−𝑛𝜇

2𝑛𝜎
− 𝑒𝜀 ⋅ erfc 𝜀+𝑛𝜇

2𝑛𝜎

𝜎2 = 1
𝜈2

𝒩( ⋅ , 𝜈2)

x

𝑀(𝐷0)
𝑀(𝐷1)

-4 -2 0 2 4 6 8 10

PLD

Balle at al. Improving the Gaussian Mechanism for Differential 
Privacy: Analytical Calibration and Optimal Denoising. ICML, 2018

1

1

𝜀
-4 -2 0 2 4 6 8 10

PLD

𝒩(𝜇, 𝜎2)

𝑛 = 5

𝜇 = 𝜎2

2

0

1

erfc 𝑧 =
2

𝜋
න
𝑧

∞

𝑒−𝑡
2
𝑑𝑡

𝒩(𝑛𝜇, 𝑛𝜎2)
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Summary

 Introduced Privacy Loss Distribution (PLD)

 (conditioned) Equivalence RDP, PLD, ADP

 Composition for arbitary mechanisms

 Gaussian is better than Laplace

 CLT and the exact result for Gaussian

 ADP bounds based on CLT (see paper/ask)

 ADP Markov-bound (see paper)
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ADP under Composition

 Distance bounds 𝑃𝐿𝐷𝑛 ⇔𝒩(𝑛 ⋅ 𝜇, 𝑛 ⋅ 𝜎2)

 Berry-Esseen (absolute error)

 𝐹𝑛 𝑥 − 𝜙(𝑥) < 𝐶 ⋅
𝜌

𝜎3 𝑛

 Good for high number of compositions

 Nagaev (tail estimation)
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PB: Meiser S, Mohammadi E. Tight on budget?: Tight bounds for r-fold approximate differential privacy. CCS’18.

Nagaev

Berry-Esseen

Probability Buckets

𝛿𝐴𝐷𝑃 𝜀

Gaussian vs. Gaussian Mixture
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Backup Slides
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Basics: Pure 𝜀-Differential Privacy (𝜀- DP) 

 View on individual atomic events 𝑜 ∈ 𝑀

Pr 𝑀 𝐷0 ∈ 𝑆 = σ𝑜∈𝑆 Pr 𝑀 𝐷0 = 𝑜
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A mechanism 𝑀 is 𝜺-differentially private, where 𝜀 ≥ 0, if for all databases 𝐷0 and 𝐷1 with 

𝐷0 ≈
1
𝐷1, and for all sets 𝑆 ⊆ 𝑀 , where 𝑀 is the range of 𝑀, the following equation holds:

Pr 𝑀 𝐷0 ∈ 𝑆 ≤ 𝑒𝜀· Pr 𝑀 𝐷1 ∈ 𝑆

Definition

log
Pr 𝑀 𝐷0 ∈ 𝑆

Pr 𝑀 𝐷1 ∈ 𝑆
≤ 𝜀
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ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜

ℒ𝑀 𝐷1 ,𝑀 𝐷0 𝑜

 Different input-pairs𝐷0,𝐷1 can lead to different PLDs
 In practice, often equal PLDs  (sensitivity)
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ty 𝑀(𝐷1)

𝑀(𝐷0)

ℒ: +∞ 0.69  0.41 -0.29 -0.69 -0.69 -∞ -∞

PLD

-∞ -0.69 -0.29 0  0.41  0.69 +∞

dual 
PLD

-∞ -0.69 -0.41  0 0.29  0.69 +∞
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(𝜶, 𝜺)-Rényi Differential Privacy (RDP) 

 PLD ⇒ RDP:   (𝛼, 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 𝛼∈ℕ

 PLD ⇐ RDP:  If 𝒟𝜆+1 𝑀 𝐷0 𝑀 𝐷1 <
1

𝜆
ln( 𝑐 𝑑𝜆 𝜆! ) (with  𝑐, 𝑑 > 0) 

 With +∞: Approximate-RDP
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exp(⋅)

𝜶, 𝜺 -RDP: ∀ 𝐷0, 𝐷1: 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 ≤ 𝜀.

Definition (informal)

(    )

expPLD

𝑒−0.69 𝑒−0.29 𝑒0.41 𝑒0.69

PLD

-∞ -0.69 -0.29 0  0.41  0.69 +∞

𝔼
𝑦~𝑃𝐿𝐷

𝑒𝑦 𝜆

1
𝜆
=
1

𝜆
ln 𝔼

𝑜~𝑀 𝐷1

Pr 𝑀 𝐷0 = 𝑜

Pr 𝑀 𝐷1 = 𝑜

𝜆+1

= 𝒟𝜆+1 𝑀 𝐷0 𝑀 𝐷1

log

ต
𝛼
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Rényi-Differential Privacy (RDP) 

 PLD -> RDP:   (𝛼, 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 𝛼∈ℕ

 PLD <- RDP:  If 𝒟𝜆+1 𝑀 𝐷0 𝑀 𝐷1 <
1

𝜆
ln( 𝑐 𝑑𝜆 𝜆! ) (with  𝑐, 𝑑 > 0) 

 With +∞: Approximate-RDP
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ln 𝔼
𝑦~𝑃𝐿𝐷

𝑒𝑦 𝜆

1
𝜆
=

1

𝜆
ln 𝔼

𝑜~𝑀 𝐷𝑜

Pr 𝑀 𝐷0 = 𝑜

Pr 𝑀 𝐷1 = 𝑜

𝜆

=
1

𝜆
ln 𝔼

𝑜~𝑀 𝐷1

Pr 𝑀 𝐷1 = 𝑜

Pr 𝑀 𝐷0 = 𝑜

𝜆+1

= 𝒟𝜆+1 𝑀 𝐷0 𝑀 𝐷1

𝜆 + 1 → 𝛼

exp(⋅)

𝜶, 𝜺 -RDP: ∀ 𝐷0, 𝐷1: 𝒟𝛼 𝑀 𝐷0 𝑀 𝐷1 ≤ 𝜀.

Definition (informal)

(    )

expPLD

𝑒−0.69 𝑒−0.29 𝑒0.41 𝑒0.69

PLD

-∞ -0.69 -0.29 0  0.41  0.69 +∞
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(𝜺, 𝜹)-Probabilistic Differential Privacy (PDP) 

 Given an 𝜀0, how to handle leftovers in PLD?

 We get a delta.

 This is PDP:

 Maybe explain (eps,delta) graphs here.
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With 𝜀, 𝛿 ≥ 0, 𝑀 is (𝜺, 𝜹)-PDP, if the total probability
mass of all atomic events 𝑜 is
Pr {𝑜 ℒ𝑀 𝐷0 ,𝑀 𝐷1 𝑜 > 𝜀} ∈ 𝑀(𝐷0)] ≤ 𝛿

Pr {𝑜 ℒ𝑀 𝐷1 ,𝑀 𝐷0 𝑜 > 𝜀} ∈ 𝑀(𝐷1)] ≤ 𝛿

Definition (informal)
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Gauss vs. Laplace Mechanism

 Show PLD

 Show variances

 Give intuition why Gauss has lower var (heavier tail)

 Show graph illustating negligibility. 

 Make graph for same variance , that shows smaler eps.
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Independent Composition

 Draw twice (joint distribution)

 𝑀 𝐷0 , M′ D0
′ vs. 𝑀 𝐷1 , M′ D1

′

 Pr 𝑜 ∈ 𝑀 𝐷0 , 𝑜′ ∈ 𝑀 𝐷0
′ = Pr 𝑜 ∈ 𝑀(𝐷0) ⋅ Pr 𝑜′ ∈ 𝑀 𝐷0

′



ℒ
𝑀 𝐷0 ,M′ D0

′ , 𝑀 𝐷1 ,M′ D1
′ o, o′ = ln

Pr 𝑜∈𝑀 𝐷0 ,𝑜′∈𝑀 𝐷0
′

Pr 𝑜∈𝑀 𝐷1 ,𝑜′∈𝑀 𝐷1
′

= ln Pr 𝑜∈𝑀 𝐷0
Pr 𝑜∈𝑀 𝐷1

+ ln
Pr 𝑜′∈𝑀 𝐷0

′

Pr 𝑜′∈𝑀 𝐷1
′

= ℒ𝑀 𝐷0 ,𝑀 𝐷1 o + ℒM′ D0
′ ,M′ D1

′ o′

 Composition of Mechanisms is Convolution of *inner*PLD (pic of inner PLD)
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TL;DR: Use Gaussian Noise!

 After ~100 compositons: use Gaussian noise

 Gauss half the variance

 Same privacy loss class as Laplace.

 -> Gauss has higher utility than Laplace at similar privacy guarantees
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Laplace Norm1/√(2𝜋𝜎^2 )  

𝑒^(−𝑥^2/𝜎^2 )

1

2𝜆
𝑒
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𝜆
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Markov-ADP Bound

 Mironov: PDP bound based on Markov-bound

 Made better ADP bound by not over-approximating buckets

 Graph for illustration.

 Graph for showing superiority. 
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Dual PLD

 Illustrate
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Worst Case distributions

 Exist for certain problems

 (forward) our mechanism allows different outputs compute composition
leakage exactly
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Definition:

A mechanism 𝑀 is 𝜀-differentially private, where 𝜀 ≥ 0, if for all databases 𝐷0 and 𝐷1

with 𝐷0 ≈
1
𝐷1, and for all sets 𝑆 ⊆ 𝑀 , where 𝑀 is the range of 𝑀, the following 

equation holds:

Pr 𝑀 𝐷0 ∈ 𝑆 ≤ 𝑒𝜀· Pr 𝑀 𝐷1 ∈ 𝑆

Definition


